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Republic of the Philippines
Bepartment of Education

REGION XI
SCHOOLS DIVISION OF DAVAO DEL NORTE

Office of the Schools Division Superintendent

DIVISION MEMORANDUM
No. 0315, s. 2023

To: Chief Education Program Supervisor, School Governance and Operation Division
Chief Education Program Supervisor, Curriculum Implementation Division

Public Schools District Supervisors
School Principals/Heads
All others concerned

Subject: ADVISORY ON THE PREVENTION OF OFFICIAL FACEBOOK PAGES AND

WEBSITES COMPROMISSION

Date: August 8, 2023

Attached herewith is the Regional Memorandum ORD-2023-065 dated August 4,
2023, from the Office of the Regional Director of DepEd Region XI, on the Advisory on

the Prevention of Official Facebook Pages and Websites Compromission.

This is to remind all concerned offices from the division office and schools to secure

their official Facebook pages and official websites.

Enclosed are recommendations on how to ensure the protection of online accounts
and web pages. In case of hacking, please contact immediately the ICT Coordinator or

Division Information Technology Officer for technical assistance.

For information and strict compliance.

REYNALDO LLORIDA, CESO V

Schools Division Superintendent
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=} Telephone Number: (084) 216-6742 | Telefax (084) 216-6506
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Republic of the Bbilippimes
Bepartment of Ehucation

DAVAD REGIN

Tfilce of the Regional Daacior

REGIONAL MEMORANDUM
ORD-2023-065

To : Assistant Regional Director
Scheols Division Superiniendents
Chiefs of Functional Divisions

Suhject : ADVISORY ON THE PREVENTION OF OFFICIAL
FACEBOOK PAGES AND WEBSITES COMPROMISSION

Daic Aungusl 4, 2023

In light of the recent incidents involving Government Facebook pages getting
compromised or hacked, this Office would like to remind all concerned offices from
regional office, schools division officcs and schoals to secure their official Faccbook
pages and official websites.

Facebook pages and websites are the mosi uscd platforms Lo disscminate
information to stakeholders and thus, it is extremely importemt to secure the said
platforms to prevent possible compromission or hacking.

Altachcd are recommendations on how to ensure the pretection of onlinc
accounts and web pages. In case of hacking, please contact immediately the ICT
Coordinstor or Division Information Technology Officer for technical assistance.

For informetion and strict compliance.

ALLAN G. FARNAZO

Enclosed: As stated.
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Wepartment of Education

DAVAQG REGION

Office of the Reglonal Divector

REMINDERS TO XEEP YOUR ACCOURT SECURED:

1.

3.

Protect your password

*« Don't use your Facebook password anywhcrc clse online, and never share it
with other people.

+ Your password should be hard to guess, so don't include your name or
common words.

s Your password should be easy for you to remember but difficult for others to
guess,

= Your Facebook password should be different then the passwords you use to

iog into other accounts, like your email or bank account.

Longer passwords are usually more secure,

Your password should not be your email, phone number or birthday,

Avoid using common words, like “Password™.

Use a password manager. There are many different applications that can store

your passwords secureiy.

¢+ Don't share your passwords with anyone, online or in person. If you do,
change them s soon as possible,

» If you seec a messsage letting you kmow the password you entered isn't strong
enough, try mixing together uppercase and lowercase letters. You can aiso
make the password more complex by making it longer with a phrase or series
of words that you can casily remember, but no one else knows,

Never share your login information

+ Scammers may create fake websiles that look like Facebook end ask you to
log in with your emaif and password.

* Always check the wehsite's URL before vou enter your Ingin information. When
in doubt, type www.facebook.com into your browser to get to Facebook.

+ Don't forward emails from Meta to other people, since they may have scasitive
infermation about your account.

How to identify suspicous emails or messages

if you can recognize suspicous messages or emails, then you may be able to avoid
phishing scams.

Emails about your account always come from:
« fb.com )

» facebhook.com

e facebookmail.comn

Never click suspicicus links, even if they appear to come from a friend or a
company you Enow:
If you get a suspicious email or message claiming to be from Facebook, then don't
any links or attachmenis.
iis includes links on Facebook (example: on posis) or in emails.
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* Keep in mind that Facchook /Mela will never agk you for your password in an
email.

6. Doa't respond io these emails and don't answer messages that:
Ask for your Password

Ask for your Social sccurity number

Ask for your Credit card inforination

Demand money

Offer gifts

Threatcn to delele or ban your Facebook account

T &« 2 & 0 @

7. Log out of Facebook when you use a computer you share with other people
i you forget, you can log out remotely by doing the following steps:

a} Go to your Security and login settings.

b) Go to the section Where you're logged in. You may have to click Ses
more 10 sce all of the sessions where you're logged in.

¢] Find the session you want to end. Click ¢ and then click Log ont.

Clicking Log out will immediately log you out of Facebook on that
device.

8. Don't acecspt friend requests from people you don't know
¢ Scammers may create fake accounts to befriend peopile.
¢ Becoming friends with scammers might allow them to spam your timeline,
tag you in posts and send you malicious messages.

9. Watch out for malicious software
+ Malicious sofiware can cause damage to a computer, scrver or computer
network.
* Learn the signs of an infected computer or device and how to remove
malicious software,
o On Facebook
* Your account is posting spam or sending unwanted messages.
= Strange or suspicious log in locations are appearing in your
account history.
* You see messages or posts in your activity log you don't
remember sending.
o On your computer or mobhile device
* Your applications run slower or tasks take longer than usual to
complete.
= You notice new applications you don't remember installing.
* You notice strange pop ups or other ads without opening a web
browser.
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Bepartnent of Education

DAVAO REGION
Office of the Regiong! Divector

o On your web browser
= You notice strange pop ups or other ads you don't remember
seeing before.
= Your search engine or home page has changed and vou don't
remember changing it,
¢ Keep your web browser up to date and remove suspicious applications or
browser add-ons,
s Use our extra security options

Please visit the following links for more recommendations on how you can ensure the
protection of your accounts, pages and websites.

1. Keeping your Facebook account and pages secure:

htips:/ fwww facebook.com/help/235353253505947 / Phelpref=hc fnav
2. Keeping your websites secure:

hitps:/ /www.cisa.pov/news-events/news /website-sceurity
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